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. Uvod

U nas v Eurowagu bereme bezpecnost velmi vaziné. Pravé proto jsme vytvotili nas vlastni Systém zamykani karet (AFS) jako ochranu proti
podvodim. Toto feSeni Vam nabizi skvély zpUsob jak zabezpedit palivové karty Eurowag ONE a Eurowag VECTOR a predchazet tak jejich zneuziti.

Uc¢elem tohoto manualu je predstaveni tohoto systému a jeho funkci.
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Il. Jak to funguje?

Pokud je palivova karta zatazena do systému AFS, potom je neustdle ,uzamcend” a pro provedeni fyzické transakce (ndkup paliva, sluzeb, atd.), je
tfeba jeji odemceni. Bez tohoto kroku neni mozné Uspésné fyzickou transakci dokoncit ani pfi zadani spravného PIN kédu. Odemcéeni karty pak lIze
provést nékolika zplUsoby:

1.) Karta je odemcena fidicem prostiednictvim SMS zprévy

2.) Karta je odemcena operatorem/dispecerem prostiednictvim SMS zpravy

3.) Karta je odemcena prostrednictvim klientského webového portalu

Po odemceni karty je moZné ji standardné pouZit. Po dokonceni transakce neni tfeba délat nic dalSiho pro jeji uzamceni, dochazi k nému
automaticky 30 minut po odemdceni karty.
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Jak to tedy celé funguje? Pro lepsi pochopeni celého procesu jsme pfipravili vizualizovanou ukazku situace, kdy fidi¢ odemyka kartu pomoci SMS,
coz je nejbéznéjsi zplsob pouziti systému AFS:

l. I?idi(“: pfijizdi na ¢erpaci stanici ((( )))
1. Ridi¢ zasild odemykaci SMS, aby bylo mozné pouzit kartu
M. SMS brdna pfijima zpravu a kontroluje ji
V. Ridici je doruéeno potvrzeni o odeméeni karty
V. Kartu je mozné pouzit po dobu 30 minut, poté dochazi
k jejimu automatickému uzamdeni M.

=
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V4 ’
I1l.  Odemykani karty
A) Ridi¢
Nejcastéji dochazi k odemceni karty fidicem. K tomuto Ucelu fidic zasild SMS zpravu na pfedem urcené telefonni Cislo. Je tfeba pouZit spravny
format SMS zpravy a zaroven zprdvu odeslat z telefonniho cisla, které bylo ke karté napdrovano.

Spravny format zpravy je: OPEN

Pokud vSe probéhne v poradku a zadost je pfijata, fidi¢ obdrzi potvrzovaci SMS.
Je-li fidicovo telefonni Cislo sparovano s jednou kartou: Reaktivace EW karty 789663 ***XXXXX provedena. (XXXXX = poslednich 5 Cisel karty)

Je-li fidicovo Cislo sparovano s vice kartami: Reaktivace provedena pro EW karty: 789663***XXXXX, 789663 * * *XXXXX

Pokud dojde k problému a Zadost je odmitnuta, fidi¢ také obdrzi SMS zpravu.
Je-li fidicovo Cislo sparovano s jednou kartou: Reaktivace EW karty 789663***XXXXX zamitnuta z duvodu: YYYYY (YYYYY = popis chyby)

Je-li fidicovo Cislo sparovano s vice kartami: Reaktivace zamitnuta pro EW karty: 789663***XXXXX z duvodu: YYYYY, 789663 ***XXXXX z
duvodu: YYYYY.

Nejcastéjsim problémem v3ak byva, Ze fidi¢ zasle SMS zpravu v nesprdvném formdtu, anebo z nesparovaného telefonniho ¢isla. | v téchto
pfipadech obdrzi fidi¢ SMS zpravu s odpovédi.

Pokud pouZil nespravny format zpravy: Invalid SMS format.

Bylo-li pouZzito nesparované telefonni ¢islo: Unknown phone number.

Systém zamykani karet: Uzivatelsky manual 5



EUROWAG
B) Operator/dispecer

Kartu mlzZe odemknout i operator (napf. dispecer). Dispecefi mohou ze svého telefonniho cisla odemknout jakoukoliv palivovou kartu
z uzivatelského uctu. Dispecer musi specifikovat, kterou kartu si pfeje odemknout, potfebné je téz zachovani spravného formdatu SMS zpravy a
tato zprdva musi byt pochopitelné zaslana z k tomu uréeného Cisla.

Spravny format textu zpravy je: MAN XXXXX (XXXXX = celé Cislo karty)

Je-li Zadost pfijata a karta odemcena, dispecer obdrzi potvrzovaci SMS: Reaktivace EW karty XXXXX provedena.

Je-li Zadost odmitnuta, je dorucena tato odpovéd: Reaktivace EW karty XXXXX zamitnuta z duvodu: YYYYY (YYYYY = popis chyby)
Nejcastéjsim problémem viak opét je pouZiti nespravného formatu zprdvy, anebo zaslani zpravy z neznamého telefonniho ¢isla.

Je-li pouZit Spatny format zpravy: Invalid SMS format.

Je-li zprava odeslana z nezndmého telefonniho ¢isla: Unknown phone number.

C) Odemceni za pouZziti webového portalu

Odemceni karty je mozné také prostfednictvim klientského webového portalu. Odemknout kartu v systému AFS mUzZe kazdy s pfistupem na
klientsky portal, a to za par okamzik(i (Sekce Palivo a ceny > Systém zamykani karet > Sprava zamykani > Odemknout). V dalsi ¢asti manualu se
nachazi obrazkovy navod.
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IV. Telefonni Cisla pro odemykani karet

V tuto chvili existuji 2 telefonni ¢isla, na ktera je moZno dorucovat odemykaci SMS zpravy, a to jak od fidicQ, tak od dispecert. V obou ptipadech je
tfeba pouzit mezinarodni telefonni predvolbu pro Ceskou republiku (+420), varianty pro jiné zemé neexistuji. Obé tato ¢&isla funguiji zcela shodné a
jsou zaménitelna. Pokud tedy napfiklad neobdrzite odpovéd pfi zaslani SMS zpravy na jedno z téchto ¢isel, miZete vyzkouset i druhé.

Spravna telefonni ¢isla jsou:

+420 720 013 030

a/nebo

+420 736 302 331

Systém zamykani karet: Uzivatelsky manual



=\ A )

EUROWAG

V. Jak zacit pouzivat AFS

s vs

V dalsi ¢asti tohoto manualu Vam krok po kroku ukdzeme, jak Ize zacit pouzivat Systém zamykani karet (AFS). Je to velmi jednoduché a zabere to
pouze par minut.

A) Které karty chci zabezpecit? Pridani karet do AFS
Nejprve je tfeba se rozhodnout, které karty pridat do AFS. To Ize udélat v sekci Seznam karet.

¥ TRANSACTIONS | £5 INVOICING LOG OuT

Home page
) pag

Q) Telematics
Cards list

H]h Fuel and prices
Below is a list of Eurowag cards (or the cards of our partners), displaying activated sales areas. Click on the card detail to change the settings for the
¥ Acceptance network & fuel individual cards:

prices

Otevieme
Seznam
Karet.

Fuel and prices » Cards list

= Change limit
* Block card
¥ Card locking system * Set parameters for suspect transactio

¥ Cards list

¥ Card order

Klikneme na éislo

¥ About the service

A ol karty pro jeji
: detail.
(:) Tax refunds Cards list
@ Wash park Card/eard detail Card locking system Validity of limit (days) Limit valid from

E Parking s/
780663040134 UNIV. CARD 1 o 250 lirres 2 clays 22.12.2019 A

@ Eurowag Mastercard

r
=

) 720663040134613 UNIV. CARD 2 m 31 litres 2 days
{7} Partners' services

Business terms and conditions 720663040124621 UNIV. CARD 2 o 250 litres 2 days

o)
=

.12.2019 A

Downloads
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EW card detail 789663040134605

Biue fields must be filled in.

Number plate: LN, CARD 1 Expiry date: 31.1.2022

Mumber of regizsterad vehicles

Sarvice (post-pay scheme) Card zervice status
Fuel - ‘)
oll AT 0 —

Toll BE 0 —

Toll BY 0 —

Toll C2 0 —

Toll PL 0 —

Toll 5K 0 —

Toll EE 0 —

Toll LV ] —

TollLT ] —

Change limit

Once the limit for a given period has been reached, further refuelling will be disabled. Refuelling will then be possibie in the next period.

Klikneme na
Pridat kartu do
systému
zamykani.

New limit: 250 litres Period of limit: & days Valid from: 22.12.2019

Card locking system

We would like to point out that it may take up to 50 minutes for card to be entered into the system.

o The card has not been included in the card locking system. [more information about the card locking system)

ADD CARD TO THE LOCKING SYSTEM
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EW card detail 789663040134605

Blue fields must be filled in.

Number plate: UNIN. CARD 1 Expiry date: 31.1.2022

Mumber of regiztered vehicles

Service

Fuel = ]

oll AT ] —

oll BE ] —
Toll BY o =
Toll CZ ] =
Toll PL ] —
Toll SK ] —
Toll EE ] —
Toll Lv ] -
Toll LT ] —

Change limit

Jiz nyni je mozno
ke karté priradit
konkrétniho fidice
(pokud jiz byl
zaregistrovan).

Once the limit for a given period has been reached, furthg s5ible in the next period.

Valid from: 22.12.2015

New limit: 250 litres Period of limit: & days

Card locking system . ;
Kliknutim na

stejné tlacitko

je mozné kartu
ze systému

vyradit.

'We would like to point out that it may take up to 30 minutes for card to
g Thecard has been included in the card locking system.

@Tnto the system.

REMOVE CARD FROM THE LOCKING SYSTEM

Assigned driver: Assign a driver to the card
Unlock history: display the card's full unlocking history

Systém zamykani karet: UZivatelsky manual 10
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B) Kdo bude kartu odemykat? Ridi¢i a operatofi

«¥ TRANSACTIONS | £ INVOICING LOG OUT &

@ Home page

(({OH} Telematics

Iﬂﬁ Fuel and prices

» Acceprance network & fuel
prices

» Cards list

¥ Card locking system

» Card order

Pokracujeme
do sekce
Systém
zamykani karet.

» About the service

Tax refunds

[ﬁ] Wash park

\E\ Parking

w Eurowag Mastercard
@ Partners' services
Business terms and conditions

Downloads

Fuel and prices » Card locking system

Card locking system

The Card Locking System is a unique way to prevent fuel card misuse. The default status of cards placed in the system is "locked", which means that they
cannot be used to refuel or to use a truck wash or truck park unless they are "unlocked” by an authorised person. After 30 minutes, the card is then
automatically locked again.

Who can unlock cards?

(a) drivers whose telephone number has been registered on this page. As soon as a driver arrives at a service station, he sends the text message "OPEN"

to +420 720013 030.

(b) operators whose telephone number has been registered on this page. As soon as a driver arrives at a service station, he informs the operator, who
sends the text message "MAN Card No" to +420 720 013 030.
How to use the system

1. In the Card Management / Card List section, select the cards you wish to place in the locking system. You can change the settings after clicking on
the card detail.

2. 0n this page, then register the telephone numbers of the drivers (operators) from which it will be possible to unlock the assigned cards via SMS.

Detailed instructions are available here.

Zde Ize

Here you can enter up to 5 operators (e.g. dispatchers), who will be able to "unlock” cards so that your drivers can refuel. An operator uniq spravovat
card by sending the the text message MAN x00000000000000(x (x = the number of the card to be unlocked) to +420 720 013 030. . ,
propojeni
1 +420777888111 test@operator.cz w4 fidica,
operatort a

karet.
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Here you can enter up to S operators (e.g. dispatchers), who will be able to "unlock” cards so that your drivers can refuel. An operator unlocks a
card by sending the the text message MAN x00000000000000c¢ (X = the number of the card to be unlocked) to +420 720 013 030.

Existujici

1 +420777888111 . test@operator.cz 4
Lze vybrataz 5 L J= operatory je
operatord, mosno
ADD OPERATOR nového upravovat ¢i
pfidame timto odstranit.

tlacéitkem.

Operator

Pro vyplnéni detaill se
objevi vyskakovaci okno.
Email Pokud si prejete dostavat

e-mailové notifikace o
zamitnutych transakcich,
uvedte e-mail a potvrdte.

Phone

¥ Information on transactions that have been declined will be sent to the email address
provided.

Systém zamykani karet: UZivatelsky manual 12
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Y/l be able to "unlock” cards so that your drivers can refuel. An operator unlocks a
= the number of the card to be unlocked) to +420 720 013 030.

Here you can enter up to 5 operators

card by sending the the text mess3 L. L.
Na stejném miste

je mozno pridavat

1 +420727805670 bst@test.com 8 [/
fidice s pravem _
2 +420720202020 odemykat pouze . B
konkrétni karty.
ADD OPERATOR

Administration of drivers Locking management Card unlocking/locking history

Timto tlacitkem
pfiddme nového fidice.

Name ~ Phone Assigned cards

Show drivers without cards

By name By phone number By card number vi iy oy
’ A ! Jeden fidi¢ mUze
Search Search Search , , v

byt opravnén

Test Testovic replace i/ +420606078366 789663010891648 odemykat i vice

780563020222446 karet najednou,

J89663020222461
Add further cards

zde je jejich
prehled.

Stavajici fidice Ize
upravovat,
odstranovat nebo
ménit.

13
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Pro zadani udajt nového
fidice se objevi vyskakovaci
okno.

Driver

Assign cards to a driver that he will be authorised to unlock via
SM5.

Zde vybereme,
které karty bude
fidi¢ odemykat.

Kdyz mame
hotovo,
klikneme zde.

Systém zamykani karet: UZivatelsky manual 14
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Pokud je to potreba,
Ize kartu odemknout |

C) Odemykani karet z webu pfimo z webu.

Administration of drivers Locking management Card unlocking/locking history

Card number “  Registration plate
By card No. Based on registration plate K odemceni karty
a a staci pouze
kliknout na toto
730563040134505 UNIV. CARD 1 m tlagitko. Po 30
789663040134613 UNIV. CARD 2 m minutach bude
karta opét
789663040134621 UNIV. CARD 3 m uzaméena
7809563040244131 UNIVERSAL1 m
730563040246052 UNIVERSAL1 m

Unlocking confirmation

Unlocking of card 789663040134605 successful Jako pOtVFZEI’\I'
Uspésné operace
se objevi
vyskakovaci

okno.
Systém zamykani karet: UZivatelsky manual
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Zde se nachdzi kompletni
historie odemykani a
zamykani viech karet.

D) Historie odemykani/ zamykani karet

Administration of drivers Lacking management Card unlocking/locking history

Unlocking date  “  Time The person who carried out the Action Card number
unlocking/locking

By date By time By "who performed the action™ By action By card MNo.
Search Al ¥ Search

27122019 14:536.31 Web Unlocking 789663040134605

LA
=1}

Systém zamykani karet: UZivatelsky manual 16
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E) Prehled zamitnutych transakci

Pro jesté lepsi prehled o kartach, které jsou jiz do Systému zamykani karet zatazeny, je pfipraven prehled zamitnutych transakci.

% TRANSACTIONS | £ INVOICING LOG OUT &

Transactions

Nejprve otevieme

sekci Transakce. Transactions and statistics

To ensure that you have as much as yo
) Tax refunds to select a specific country, perip

e drawn up an overview of all fuel and toll transactions for you. You can use the filter

Pokradujeme do
zalozky Palivo.

@ Wash park
E’ Parking

{Z) Partners' services

Truck washes a

V zaloZce Zamitnuté
transakce pak nalezneme
vSechny pokusy o transakci,

O o cr20rs L sos:015 Jorocues R eounty v numoer 7]

Business terms and conditions

Downloads
® pll transactions Eurowag Esso p‘r’-| ktery’ch nedoslo k
odemceni karty.
L
=
= - -
- Suspidous it ; ;
u Transactions P cibili: Statistics Transactions declined
e =]
ép Total 0.00
Date ~ Time Number plate Card Product Country Service station Km Quantity
18.07.2019 08:46:28 UNIV. CARD BA 789663030079802 ES ADS - Arraia 0.00

New Acceptance
network

Mumber of transactions perpage 10 20 50

Systém zamykani karet: UZivatelsky manual
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Pokud k takovym pokusim na zamcenych kartach dojde, zasleme také notifikacni e-mail vSem operatordm s funkéni e-mailovou adresou. Tento

prehled je zasilan kazdy den rdno a obsahuje vSechny zamitnuté transakce za pfedchozi den.

AntiFraudSystem -
Declined transactions

FailedTransactions.csv
E 596 bytes

Dear Customer,

Please find attached a list of declined transactions on the cards which are in locking mode.

You can find a detailed overview in your client section.
With regards,

Eurowag

customercare{@eurowag.com

Systém zamykani karet: UZivatelsky manual
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VI. Podezrelé transakce

Zaroven velmi dlrazné doporucujeme pouzivani funkce Podezrelé transakce. Jedna se o velmi efektivni doplnék AFS, ktery za pouZiti pravidel, ktera
mUZe zakaznik sam definovat, identifikuje podezrelé transakce, kterd tato pravidla porusi. Tato funkce je dostupna pro vsechny palivové karty
Eurowag, v€etné Eurowag Esso.

«% TRANSACTIONS | &7 INVOICING LOG OUT &

Q] Home page )
Transactions

el and prices

Otevieme sekci

Transakce. Transactions and stati

To ensure that you have 3

Tax refunds to select a specific cou Pokra (\fujem e d lo]
@) wash park zalozky Palivo.

@ Parking

{Z) Parmers' services

Jgawn up an overview of all fuel and toll transactions for you. You can use the filter

Truck washes and parking

Business terms and conditions

V této zaloZce lze
zobrazit vSechny
podezrelé transakce.

Downloads
® all transactions Eurowag Esso

—

i ici i it Transactions
Suspidous transactions Statistics eciined

T0U Cowger

SUSPECT TRANSACTION BULK SETUP + Total 894.68

Date~ Time Number plate Card Product Country Service station Km Quantity
04.12.2019 19:28:04 64X 1979 789663030719597 BA 95N (o4 BENZINA - Humpalec 42.01
04.12.2019 19:28:04 64X 1979 789663030719597 BA 95N (o4 BENZINA - Humpalec 43.01
04.12.2019 19:28:04 6AX 1979 789663030719597 BA 95N « BENZINA - Humpolec 49.01
04.12.2019 11:24:30 64X 1979 789663030713557 BA 95N (w4 Euro0il - Loket 4356

Systém zamykani karet: UZivatelsky manual 19
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Transactions Suspicious transactions Statistics Trggﬁﬁﬁtégns

SUSPECT TRAMSACTION BULK SETUP » Total 894.68
Timto tlacitkem lze
Date~ Time MHumbe . . Country Service staticn Em Quantity
nastavit pravidla pro
“podezrelé transakce”
04.12.2019 19:28:04 BAX 1 95N Z BENZIMNA - Humpolec 49.01
presné dle prani

04.12.2019 19:28:04 BAX 1979 zakaznika. BA 95N o BENZINA - Humpalec 490

04.12.2019 19:28:04 BAX 1979 769663050719597 B 95N Z BENZIMA - Humpolec 43.01
Suspect transaction bulk setup ®

Objevi se vyskakovaci okno pro nastaveni téchto pravidel. Ta jsou zaloZena na
The parameters set will apply to all cards. If required, you may change the objemu transakci a celkovém poctu transakci za urcité c¢asové obdobi. Toto
values for the individual cards in the Card Administration / Card detail L. ' ' . . ,
section. nastaveni je dale platné pro vSechny palivové karty.
Suspect card amount: For the period:
1] EUR v Select v
Limit is something around 0 CZK or 0 litres Zakladni nastaveni Systému je nasled Uj|,C|,:
Suspect number of card transactions: For the pericd:
transacton Select v 1200 litrti paliva v rozmezi poslednich 2 dn

Changes made by 4 transakce v rozmezi jednoho dne
e Prejete-li si tento systém deaktivovat (coz rozhodné nedoporuéujeme), nastavte
Email: hodnoty na 0.

Systém zamykani karet: UZivatelsky manual 20
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Nastaveni podezrelych transakci Ize ménit i pro jednotlivé karty.

¥ TRANSACTIONS | £ INVOICING LOG OUT [

@ Home page

Otevieme
sekci Seznam
karet.

O Telematics

Fuel and prices

%

¥ Acceptance network & fuel
prices

Cards list
¥+ Card locking system
» Card order

¥ About the service

ax Toll

(':) Tax refunds

@ Wash park

IE‘ Parking

w Eurowag Mastercard
@ Partners' services
Business terms and conditions

Downloads

Fuel and prices » Cards list

Cards list

Below is a list of Eurowag cards (or the cards of our partners), displaying activated sales areas. Click on the card detail to change the settings for the
individual cards:

* (Change limit

* Block card
* Set parameters for suspect transaction reporting

Klikneme na

Cislo karty.

Card/card detail Gte srorTocking system Limit Validity of limit (days) Limit valid from
789663040134605 /LINIV. CARD 1 Q 250 litres &days 22122019 ? BLOCK
78%663040134613 UNIV, CARD 2 B 31 litres 2 days 27122019 ? BLOCK
785663040134621 UNIV. CARD 3 B 250 litres &days 27122019 ? BLOCK

Systém zamykani karet: UZivatelsky manual 21
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Systém za

Suspect transactions

The setup for these parameters does not trigger card blocking. but identifies suspect transactions with a card. Cards exceeding these limits may be
tracked in the Transaction Listing section.

Suspect card amount: For the period: Timto tladitkem

1200 litres 2 days v .
zmenime

Suspect number of card transactions: For the period: nastaveni.

4 transaction 1 day

Suspect transactions

The setup for these parameters does not trigger card blocking, but identifies suspect transactions with a card. Cards exceeding these limits may be
tracked in the Transaction Listing section.

Zde Ize ménit

nastaveni pro For the period:

Suspect card amount:

1600 litres ¥ vybranou kartu. 2days ¥
Limit is something around 2000 EUR or 51040 CZK
Suspect number of card transactions: For the period:
5 transaction Tday ¥
Changes made by
Name: Test Email:  test@rest.cs Timto tlacitkem
nastaveni
potvrdime.
CONFIRM CHANGE

22
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Jsou-li spInéna pravidla nastavena pro podezielé transakce, dochazi k odeslani notifikacniho e-mailu.

AntiFraudSystem e —
Suspicious transactions - 1D 34690627

CustomRule_Alert_Transactions.csv
ﬂ 807 bytes

Dear Customer,

Please find attached transactions which exceeded your “suspicious transactions” limit set for your card. You can change the limit anytime in your Clients Portal.
We ask you to review these transactions.

If necessary, please contact us

Your Eurowag Team

customercare@eurowag.com

Systém zamykani karet: UZivatelsky manual
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VIl. Zavéer

Vérime, Ze s timto manudlem je moZno zacit bezproblémové vyuzivat Systém zamykani karet a také funkci Podezielé transakce. Kombinaci téchto
funkci dosahnete vysoké Urovné zabezpeceni palivovych karet a zabranite jakymkoliv potencidlnim podvodim.

Pokud mate dalsi dotazy, kontaktujte nds na customercare@eurowag.com.

Systém zamykani karet: UZivatelsky manual 24
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