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I. Introduction 
 

Here at Eurowag, we take security very seriously. This is the main reason for which we have created our own “Anti-Fraud Card Locking System” 

(the AFS). This solution offers a great way how to secure Eurowag ONE and Eurowag VECTOR fuel cards even further and prevent their fraudulent 

misuse. 

The purpose of this manual is to introduce this system and present it’s main functionalities.  
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II. How does it work? 
 

If a fuel card is secured by the AFS, then it’s “locked” by default and it needs to be “unlocked” before it can be used for POS transaction (transactions 

made physically with the card, such as fueling, purchase of services, etc.). Otherwise it’s not possible to perform a successful POS transaction even 

if the correct PIN code is used. There are several ways how to unlock a fuel card secured by the AFS: 

 

1.) The card is unlocked by the driver via SMS 

2.) The card is unlocked by the operator (e.g. dispatcher) via SMS 

3.) The card is unlocked via client’s web  

 

When the card is unlocked, it’s ready to be used! After 30 minutes it’s locked again automatically, so you don’t have to think about it. 

 

So how does it really work? For a better understanding of this process, here we present a visualized example of how drivers are unlocking cards 

via SMS, the most widespread way to use the AFS: 
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I. 

II. 

III. 

IV. 

V. 

I. Driver arrives to fuel station 

II. Sends an unlocking SMS, because his fuel card is locked 

III. SMS gateway receives the SMS and checks it 

IV. Driver receives a confirmation SMS and the card is unlocked 

V. Card can be successfully used for 30 minutes and then it’s 

automatically locked again 
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III. Unlocking the card 
A) Driver 
 

Most of the times, the card is unlocked by the driver. To unlock the card, the driver has to send an SMS to a pre-defined phone number. It’s 

necessary to use the correct format of the text and send the SMS from the phone number assigned to the card(s). 

Correct format of the text is: OPEN 

 

If the unlocking request is accepted, the driver receives a confirmation SMS. 

In case the driver’s number is assigned to one card only: Reaktivace EW karty 789663***XXXXX provedena. (XXXXX = last five digits of PAN) 

In case the driver’s number is assigned to multiple cards: Reaktivace provedena pro EW karty: 789663***XXXXX, 789663***XXXXX 

 

If the unlocking request is denied, the driver receives a notification SMS. 

In case the driver’s number is assigned to one card only: Reaktivace EW karty 789663***XXXXX zamitnuta z duvodu: YYYYY (YYYYY = error 

description) 

In case the driver’s number is assigned to multiple cards: Reaktivace zamitnuta pro EW karty: 789663***XXXXX z duvodu: YYYYY, 

789663***XXXXX z duvodu: YYYYY. 

 

However, most common problems are that the driver either uses incorrect format of the text, or send the SMS from unknown phone number. 

If the driver used incorrect text format: Invalid SMS format. 

If the driver used a phone number, which is not assigned to the card: Unknown phone number. 
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B) Operator 
 

Card can also be unlocked by the operator. Operators (e.g. dispatchers) are able to unlock all cards on the account. To do so, the operator has 

to specify which card is supposed to be unlocked. It’s of course necessary to use the correct text format and use operator’s phone number to 

send the SMS from. 

Correct format of the text is: MAN XXXXX (XXXXX = whole PAN of the card) 

 

If the unlocking request is accepted, the operator receives a confirmation SMS: Reaktivace EW karty XXXXX provedena. 

 

If the unlocking request is denied, the operator receives a notification SMS: Reaktivace EW karty XXXXX zamitnuta z duvodu: YYYYY (YYYYY = 

error description) 

 

However, most common problems are that even the operator either uses incorrect format of the text, or send the SMS from unknown phone 

number. 

If the operator used incorrect text format: Invalid SMS format. 

If the operator used an unknown number: Unknown phone number. 

 

C) Unlocking via client’s portal 
 

It’s also possible to unlock the card via client’s portal. This can be done by anyone with an access to the portal in just a few clicks (Fuel an prices 

> Card locking system > Locking management > Unlock). Image description is to follow in this manual. 
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IV. Unlocking phone numbers 
 

At this time, there are 2 phone numbers, which must be used by both drivers and operators to send the unlocking requests to. In both cases, Czech 

phone prefix (+420) must be used, there are no national varieties for other countries. Both numbers are working equally and are interchangeable. 

So if you receive no response from one, you can always try the other. 

The correct phone numbers are:  

 

+420 720 013 030 
 

and/or 

 

+420 736 302 331 
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V. How to start using the AFS 
 

In this next part of the manual, we will guide you step-by-step in how to start using the Anti-Fraud System. It’s very easy and it can be done in a 

couple of minutes.  

 

A) Which cards do I want to lock? Adding the card to the AFS 
First, you need to choose which cards are supposed be secured by the AFS. This can be done in the “Cards list” section of client’s web. 

 

 

 

 

 

 

 

 

  

Open the 

Cards list 

section first. 

Second, click 

the PAN and 

open detail. 



  

Anti-Fraud System: User’s manual   9 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

To add the 

card to the 

AFS, just click 

this button. 
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Alternatively, 

you can also 

remove the 

card from the 

AFS. 

Right away, you 

can assign the card 

to a specific driver 

(if you already 

added one). 
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B) Who will be unlocking the cards? Operators & Drivers 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Proceed to 

Card locking 

system section. 

This is where 

the main part is 

done. Let’s 

start with 

operators. 
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You can choose 

up to 5 

operators. To 

add one, click 

this button. 

Pop-up window appears 

for you to fill in the 

details. Should you wish to 

receive e-mails with 

declined transactions 

overview, provide us with 

the e-mail. When done, 

click “Confirm”. 

You can also 

edit or remove 

already existing 

operators 
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In the same 

section, you can 

also manage 

drivers, who will 

be able to unlock 

specific cards. 

Use this 

button do add 

a new driver. 

You can also edit or 

remove drivers, or 

replace one driver 

with another. 

One driver can 

unlock multiple 

cards. You can add 

or remove them 

here. 
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If you’re adding new driver, 

pop-up window appears and 

you’re prompted to enter 

driver’s details. 

Choose from cards 

which are already 

in the AFS. And when done, 

click Confirm. 
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C) Unlocking the card directly from the web 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

When in need, you 

can also unlock the 

card directly from the 

client’s web. 

To unlock the card, 

click this button. 

The card will be 

automatically 

locked back after 

30 minutes. 

If the card was 

successfully 

unlocked, 

confirmation will 

pop-up. 
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D) Unlocking/locking history 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Here you can find a 

complete history of 

unlocking and 

locking operations. 
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E) Declined transactions overview 
 

To keep better track of what’s going on with cards which are already added to the AFS, there is also the “Transactions declined” overview. 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

To get there, open 

the Transactions 

section. 

Continue to fuel 

transactions. 

Under this tab you 

can find records of all 

attempts to use the 

card without 

unlocking it. 
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If there are any attempts to use locked card(s), we will also send notification e-mail to all your operators the next day early in the morning. 
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VI. Suspicious transactions setup 
 

We also highly recommend to use our Suspicious transactions detection system. It’s a very effective addition to the AFS and it uses rules you can 

define yourself. It can be utilized to monitor all Eurowag cards, including Eurowag ESSO. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

To get there, open 

the Transactions 

section. 
Continue to fuel 

transactions. 

Use this tab to 

view all suspicious 

transactions. 
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Pop-up window appears and it’s up to you to set up the rules. They are based on 

total volume of transactions made within the given period of time and on total 

number of transactions made within the given period. This way you will change 

the settings on all your cards. 

 

By default and if not changed, this system is set up to detect: 

1200 litres within the period of 2 days 

4 transactions within the period of 1 day 

 

Should you wish to deactivate the system (not recommended), set values to 0. 

This button may be used 

to set up rules for what 

is and what is not a 

“suspicious transaction” 

according to you. 
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It’s also possible to change the “suspicious transactions” rules individually for each card. 

 

 

 

 

 

 

 

 

  

Open the 

Cards list 

section first. 

Second, click 

the PAN and 

open detail. 
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Click this button 

to change the 

settings. 

Click this button 

to confirm. 

Now you can 

perform desired 

changes. 
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When rules for “suspicious transactions” are met, notification e-mail is sent automatically to client’s contact address.  
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VII. Conclusion 
 

We believe that using this manual you will be perfectly able to start successfully using our Anti-Fraud System and also the Suspicious transactions 

detection system. Both these features represent a great way how to secure Eurowag fuel cards and prevent any potential losses. 

 

In case of any further questions, please feel free to contact us at customercare@eurowag.com.  

mailto:customercare@eurowag.com

